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MODEL OF DIGITAL TRANSFORMATION
OF CUSTOMS SERVICES AIMED AT MAKING
CUSTOMS CONTROL OF GOODS SENT
BY INTERNATIONAL MAIL MORE EFFECTIVE
(WITH REFERENCE TO MEDICAL DRUGS)

LV, Grekov, I.A. Aksenov, P.N. Afonin, D.V. Gorshkov

Background. Information technologies of the Russian Federation Customs Author-
ities have been made part of the state digital economy, providing interaction between
foreign trade participants and the services provided by the Customs Authorities officers.

Purpose. Detection innovations of customs services and customs control of
goods sent by international mail (on the example of medical preparations)

Materials and methods. In the study, the authors used materials of special
customs statistics reflected on the website of the Federal Customs Service of Rus-
sia, statistics of foreign economic activity reflected on the website of Rosstat, data
reflected on the Federal State Unitary Enterprise Russian Post.

In this work, dialectical, systemic, historical, logical, formal-legal, comparative
research methods were used.

Results. Processing the flow of information and revealing potential threats while
moving IMPI (including medications) shall become completely automated with the
help of a monitoring system, applying the machine learning technology.

Conclusion. The scope of customs control exercised over the goods forwarded
in IMPI shall be , on the one hand, extensive , and on the other -efficient, without
placing excessive burden in the form of money and time costs on the persons in-
volved in forwarding IMPI

Keywords: innovations, customs control, customs services, electronic com-
merce, postal items, artificial intelligence, risk, monitoring, automatic differentia-
tion system, analysis of X-ray images, medicines, narcotic drugs, prohibited goods.
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MOJIEJIb HIU®POBOI TPAHC®OPMAILIUU
TAMOKEHHBIX YCJVYT B HEJSIX HOBBIIIEHU S
YOPEKTUBHOCTHU TAMOKEHHOT'O
KOHTPOJISI TOBAPOB, ITEPECBIJIAEMBIX
B MEJKJYHAPOJHBIX TIOYTOBBIX OTIPABJEHMSIX
(HA IPUMEPE MEJUIIMHCKUX MPEMAPATOB)

HU.B. I'pexos, H.A. Axcenos, I1.H. Aponun, /1. B. I'opuixos

Obocnosanue. Hupopmayuonnvle mamodiceHHvle MexHoI02UL MAMONCCHHBIX
opearos Poccutickou @edepayuu 6x00am 6 cucmemy yugphposoi IKOHOMUKU 20-
cyoapcmea, obecneuugas 63aumooeicmeue yY4acmHuKkos 6HeuHedIKOHOMULECKOU
desamenbHoCmu ¢ YCayeamu, Komopble OKa3ul8aiom OONACHOCMHbIE TUYA MAMO-
JICEHHBIX OP2AHO8.

Ienv. Bviasnenue unHo8ayuil mamodiCeHHbIX OP2aAHO8 NPU OPSAHUIAYUU TA-
MOJICEHH020 KOHMPOIISL MOBAPO8, NEPECHLIACMBIX MEANCOVHAPOOHBIMU NOYMOGLIMIL
omnpasnienusmu (Ha npumepe MeOUYUHCKUX npenapamos)

Mamepuanot u memoowl. B ucciedosanuu ucnonb3o8ansvt Mamepuaivl cneyu-
ANbHOU MAMOJNCEHHOU CMAamUCTUKY, ompaiceHnvle na caiime @edepanvhou ma-
MO2ICEHHOU CYAHCcObl Poccuu, cmamucmuky 6HeuHeIKOHOMUHECKOU 0esimelbHOCMU,
ompascennvle Ha cavime Poccmama, oannvle, ompacenuvie Ha pecypcax PI'VII
«llouma Poccuuy.

B pabome ucnonvzosanuce ouanekmuyeckuil, CUCHEMHbLI, UCTOPUHECKULL, J10-
2udecKkutl, hopmManrbHO-NPABosoLl, CPASHUMENbHBIU MEMOObl UCCIE008AHUSL.

Pesynemamuir. Obocnosanue gHeopenus cucmemvl MOHUMOPUH2d, OCHOBAHHO20
Ha MEeXHON02UU MAWUHHO20 0OYYeHUs 8 npoyecc 0dpabomKu nomoxa ungopmayuu
U 8bIAAGNEHIE NOMEHYUATLHBIX Y2PO3 NPU nepemeleHun MexlcOyHapoOHblX OYmo-
8bIX OMNPAsIeHUll (6 MOM HUCTIe MEOUYUHCKUX NPEnapamos).

3aknwouenue. Obvem MaMOINCEHHO20 KOHMPOIS, OCYUWECMEIAEMO20 68 ONMHO-
WeHuy moeapog, NePecvliaemMvblx 6 MelicOYHaAPOOHBIX NOUMOBbIX OMNPAGLEHUSX,
dondicer OblMb, ¢ OOHOU CHOPOHBL, OOUUPHBIM, A C OPY2OU — ONEPAMUBHBIM, KO-
Mopwlll He O0JIHCEH POPMUPOBAMb UPEIMEPHO20 OPEeMeHU 6 GUOe PUHAHCOBLIX U
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BDEMEHHBIX 3aMpam Ha JuY, Y4ACMEVIOUWUX 8 IKCNeOUPOBAHUL MeXHCOYHAPOOHbIX
noumMoGblX OMNPAGIEHUL.

Kniouesvie cnoea: unnosayuu; mamodcennviil KOHMpPOob, mamodiCeHHble YCIy-
2U; INEKMPOHHAS KOMMEPYUsL, NOUTNOBble OMNPAGLEHUS, UCKYCCIMBEHHbII UHMEe-
JIeKm,; pUCK;, MOHUMOPUH2; AGMOMAMUYECKas cucmema ouggepenyuayuu; aHaiu3
PEHM2EeHOBCKUX CHUMKOS, 1eKAPCMBEeHHble CPeOCcmea,; HapKomuieckue cpeocmed,
3anpeujennvle mosapvl

Hna ywumupoganus. I pexos U.B., Axcenos U.A., Aponun I1.H., I'opwroe /].B.
Mooenv yugposoii mpancgopmayuu mamodtCeHHbIX YCIYe 8 Yeaax NnoGvlulenus
apghexmusHocmu MAMONCEHHO2O KOHMPOISL MOBAPOS, NEPECHLIACMbIX 8 MeHCOV-
HAPOOHBIX NOYMOBLIX OMNPABNEHUAX (Ha npuMepe MeOUYUHCKUX npenapamos) //
Siberian Journal of Life Sciences and Agriculture. 2023. T. 15, Ne3. C. 458-474.
DOI: 10.12731/2658-6649-2023-15-3-458-474

Introduction

Digital transformation of the economy and technological development of
any country are the fundamental elements of building up the country’s economic
growth at the International level.

Unlike regular automation, digital transformation consists in radical en-
hancing of the process efficiency which results in the creation of novel and
perfect business-models due to its successful implementing in the ordinary
course of business. Thus, it is not every project on implementing or upgrad-
ing business information systems that is worth being called digital transfor-
mation [10, 18, 25].

Digitalising a state economy is a synergy of the digital technologies, which
employ automatic algorithms for analysing big structured data, and the ele-
ments of economic performance which include service sector, customs inter
alia [12, 19, 23, 26].

Digital transformation in the government management must lead to a cardi-
nal change of approaches in organizing the work of authorities using technolo-
gies and algorithms. It is in a way the process of adaptation to new conditions
of activity considering the needs of the market and customers’ expectations of
services. Without systematic transformation of the managerial processes and
cardinal reconstruction of the work of the whole state apparatus there can’t be
large-scale feedback of the digitalising provided.

It is worth noting , that quality and logistical and information (software)
support for customs authorities and customs services providers play an import-
ant role in digitalising the economy.
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Relevance of this work is the necessity of elaborating the effective tooling
of digital transformation which may be used in the customs authorities, which
hasn’t been formed to this day. The work is devoted to implementing the mon-
itoring system based on the machine learning technology into processing the
flow of information and revealing the potential threats while moving IMPI.

Relevance of the issue tackled upon in this article is primarily due to the fact
that customs information technologies of the Russian Federation Customs Au-
thorities have been made part of the state digital economy, providing interaction
between foreign trade participants and the services provided by the Customs
Authorities officers. The concept of «digital economy» has been expressed in
the programme «Digital Economy of the Russian Federation», expanding the
principal provisions of Information Society Development Strategy in the Rus-
sian Federation for 2017-2030.

Materials and methods

Examining the aspects of digitalising customs service in the Russian Fed-
eration one can not fail to focus on vigorous scientific interest in exploring this
area. Both national and foreign researchers are studying the peculiarity of dig-
ital transformation.

I.A. Gokinaeva, A.V. Agapova, LN. Popova, T.G. Maximova, G. Fedotova, V.B.
Mantusov, V.G. Makarenko, X. Huang, Y. Wang, Z. Zhu, X. Song, M.J. Ahn, Y.-C.
Chen researched in their work the digitalising of rendering customs services and
assessed the results in the area [1, 4, 9, 19, 17, 15]. The authors’ materials provide
an exhaustive classification of digital technologies used in customs and customs-re-
lated activities, specifically: artificial intelligence, big data, robotics, high-speed
Internet, blockchain technology, etc. In our article, we used this classification of
digital technologies and adapted them to the specifics of the implementation of
customs control of goods moving IMPI (on the example of medical preparations).

A group of authors from S-Petersburg does the active research of digital
transformation of the activity of customs service [1]. A special focus is made
on automating some functional customs part, particularly on the development
of electronic customs unit.

Another group of authors that is Maksimova T and Popova I pay attention
to the statistic evaluation of digital transformation in their works. In our view
the given approach is rather effort-consuming, yet not resulting enough due to
a low level of the used statistics credibility.

The article by V.B. Mantusov is an extensive research on analysing and
evaluating the outcome and prospects of digitalising currency control function
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of the customs service [6]. The article builds an algorithm for interdepartmen-
tal information interaction between the customs service, tax authorities and the
banking system under customs control. It reflects how the elements of artificial
intelligence can be applied when accepting currency control of the customs
service on the basis of interdepartmental information interaction.

The work of V.G. Makarenko, having a narrower scope but being significant
in the above mentioned area nevertheless, is devoted to digitalising the process
of customs fees collection [23]. The author in his article adapts 2 types of dig-
ital technologies (specifically, artificial intelligence technology and big data
technology) to the process of collecting customs payments. The author of the
article reflects that with the use of these technologies, the process of collecting
customs payments will be more transparent both for foreign trade participants
and for customs authorities. Also, the use of these technologies will simplify
this process as much as possible.

The work of A.V. Egorova quite accurately reflects the specifics of the move-
ment of medicinal preparations in international postal items [7]. The article re-
flects that the process of moving drugs in IMPI is prohibited. It turns out that
there are no such offenses in the statistics of customs activities, although there
are precedents for the movement of medicines in IMPI.

A work published in the Journal of business researches in which the authors
conduct systematizing of modern interdisciplinary knowledge about digitalizing
and digital transformation [21]. The article reflects that the business processes
of any organization and any departments, including “non-information”, require
the “embedding” of employees with developed digital competence.

Results of the research

That exerting customs control and rendering services by the customs authorities
officers must not impose the burden of excessive time and money consuming acts
on the persons involved in forwarding postal items (IMPI) via international mail.

Time and money costs incurred by the ultimate recipient of the goods in the
form of customs control and proper procedures as well as requesting additional
information, when providing customs services, must comply with the principle
of selective customs control, set forth in the international law, and control pro-
cedures by customs authorities under national law being necessary.

Customs services in the IMPI area are the acts, performed by the customs
authorities with the goods forwarded via IMPI, to perform public functions
and to satisfy the needs of individuals and entities (the recipients of customs
services in IMPI). [3]
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One of the methods for improving customs services is automation and digi-
talising the procedure of customs control of IMPI by implementing the Model of
digitalising customs services and customs control of international postal items
(hereinafter Model) [2]. Due to the fact that the scope of IMPI is constantly
increasing, the models that are using at the moment are becoming ineffective.
In the research, we are considering a new model for the implementation of cus-
toms control IMPI based on 2 digital technologies: artificial intelligence and
big data control.

The Model consists of three functional blocks (national system of data man-
agement, the block of developing customs services and the block of developing
customs control).

Taking the opportunity to automate processing the information about the
persons involved in forwarding IMPI, as well as the goods, will enable customs
authorities to enhance efficiency, namely to provide customs services and pro-
vide customs control within significantly shorter time, and the efficiency being
preserved . Picture 1 shows the correlation between the Model’s efficiency indi-
cator and various values of automation indicator. The effectiveness of customs
control evaluated by 2 signs: the speed of the provision of customs services and
the number of identified violations of foreign trade participants
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Picture 1. Dynamics of the efficiency indicator subject to various values
of automation indicator [Compiled by the authors]

Customs control of international postal items depends on both the method of
IMPI movement (import, export, transit) and on the format of filing information
with the customs authority (e-format or paper format).
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In case a customs declaration in a paper format is filed with the customs author-
ity («CN 22» or «CN 23»), customs officers shall verify the consignment based on
their experience as well on the information contained in the customs declaration (
without an opportunity to have data processing automated) comparing it with the
results of inspecting IMPI (or customs inspection with the help of an X-ray).

In case a customs declaration in a digital format is filed with the customs
authority on-line in the form of the organized data on IMPI [16], customs con-
trol is automated to spot the violation of EAEU rules and Customs Regulation
Law of the Russian Federation.

IMPI data received from the authorised postal service provider in the e-for-
mat and used by the customs authorities predetermines the increase in data flow
which should be processed by the information system used by customs author-
ities, hence optimisation, speed enhancing and implementing novel automated
methods of processing IMPI data is necessary.

Analysis of the volume of goods forwarded in IMPI across the border of
the Russian Federation within 2005 -2020 shows a growing trend (an average
growth rate was 22%) , which is a precursor of a workload imposed on both the
postal service providers and customs authorities officers. Based on the value
forecast by 2025 the amount of imported (exported) IMPI must reach the value
of 1,4 billion articles [20].

However, the facts of consolidation of small shipments into one IMPI, the
value norms increase of importing goods, geopolitical situation in 2022 state
the fact of forecast decrease in the volume of goods forwarded in IMPI.

However, this situation is levelled by the increase in the limits of duty-free
import of goods in IMPI for personal use, which were imposed under the Reso-
lution of EEC Council for the period of April ,1, 2022 till October 1, 2022 [14].

Despite the fact that the volume of IMPI might decline , the trend of import-
ing prohibited or restricted to import goods into Russian Federation continues,
as well as providing false information by the persons involved in IMPI in order
to cut cost implications which cause offences and crimes.[13].

It should be emphasized that the shipment of narcotic drugs (psychotropic
substances) in international mail is prohibited in accordance with paragraph
2 of article 19 of the Universal Postal Convention.

When moving prohibited goods (narcotic drugs) in international mail, cover
goods (for example, medicines) can be used.

In order to classify the medical preparations found in international mail as
narcotic drugs, the customs authorities of the Russian Federation use an exam-
ination that identifies the composition of the goods [8].
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It should be noted that there is no statistical information on the identified
facts of the shipment of narcotic drugs in international mail under the guise of
medicines in open sources, however, there is spot information on the detection
of these facts on some official websites of customs authorities [28].

Based on the results of the analysis of information on the official websites
of customs authorities on the spot facts of the detection of narcotic drugs in
international mail, it can be concluded that cases of their detection are quite
frequent, as well as attackers hide these prohibited goods in separate objects
(phones, alarm clocks, packages and medicines).

In order to prevent the cases of forwarding prohibited or restricted to im-
port (export) goods via IMPI, customs authorities in Russian Federation study
the issue of implementing innovative approaches into current algorithms of
customs control [25].

Using an automated system of differentiating IMPI , which implies using
the information about the whole supply chain of a shipment (shipper, recipient ,
goods) to be classified subject to 5 risk level groups, is the principal innovation
in IMPI customs control [11].

Subject to the practical implementation of the Model, an option for install-
ing a monitoring system (digital twin of the procedure) is created, which is a
completely automated process of controlling a shipment with regard to the risk
level group.

At the same time, an additional innovation in IMPI customs control is an
automated analysis of X-ray shots of IMPI in which artificial intelligence is
applied. At present, implementation of the artificial intelligence in the pro-
cedures of customs authorities of the Russian Federation has been provid-
ed by the Strategy for developing Customs Service 2030 as the first target
landmark aimed at digital transformation of customs processing and control
technologies.

Thus, processing the flow of information and revealing potential threats
while moving IMPI shall become completely automated with the help of a mon-
itoring system , applying the machine learning technology [5].

When applying the machine learning technology the principal method of
automated monitoring and analysis of an IMPI shipment is interaction between
two software programmes «Puthon» and «MySQL Workbench» (Picture 2). The
software programme «Puthon» enables to launch automated algorithms of data
analysis by means of the express SQL inquiries. It should be noted , that this
system shall take into account all necessary cybersecurity protocols excluding
unauthorised access of third parties.
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Picture 2. Programme interface Puthon (Spyder, left) and SQL (MySQL Workbench,
right) [Compiled by the authors]

Discussion
On the whole, the advantages and disadvantages of the model recommended
by the authors may be displayed in the form of the table.

Advantages Disadvantages
1. Automatized analysis about the persons mov- | 1. The dependency of the indi-
ing the IMPI cator of the effective customs
2. The “subjectivity” of the official person while | control of IMPI from the form of
carrying the customs control is reduced customs declaration provided
3. The opportunity of automatized customs con- | 2. Enhancing of the postal and
trol of IMPI customs IT infrastructure is re-
4. Automatized analysis of photos of IMPI quired

Automated algorithms, which have been generated, will take into account all
specific features required from the dataset declared, methods of moving goods ,
the workload of customs authorities etc. Having made the analysis with the help
of the those algorithms, customs officers will identify specific risk areas to be
focused on ( excessive workload on the customs authority, violations within a
specific class of goods, an error made by a monitoring system etc).

With regard to implementing all the above-mentioned innovations, the scope
of customs control exercised over the goods forwarded in IMPI shall be , on
the one hand, extensive , and on the other -efficient, without placing excessive
burden in the form of money and time costs on the persons involved in for-
warding IMPI.

The analysis made by a monitoring system of all the decisions taken on a
specific IMPI shipment being forwarded (including the results of customs con-
trol) shall exclude the fact of excessive inspection by the customs authority, and
it reducing the time allocated for rendering a customs service.
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Conclusion

This research reflects the necessity of elaborating the effective tooling of
digital transformation in the area of customs control, which hasn’t been formed
yet to this day. The work develops the mechanism of processing the flow of
information while moving IMPI.

Improving the quality of the customs services subject to customs control of IMPI
shall encourage , inter alia, the increase in the share of gods exported via IMPI,
which will affect Russian economy due to the fact that mostly high-tech goods are
exported in IMPI which require specific manufacturing and technological treatment.

Within the prospective research framework it is necessary to affect the is-
sues of information safety and the peculiarity of the interaction of the digital
systems of the customs authorities and FSUE “Post of Russia” more closely.
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